NH®OPMALIMOHHASA BE3OITACHOCTD VI OBYYAIOIUXCS HTKOJIbI

C KaXXAbIM I'OJOM MOJIOACKHU B UHTCPHETE CTAHOBUTHCA 60J'IBH_I6, a IIKOJIbHUKHU OAHH M3 CaMbIX
aKTHBHBIX IT0JIb30BaTeIICH PYHeTa. Memz[y TEM, IOMUMO OTPOMHOI'0 KOJIMYECTBA BOBMO)KHOCTCI‘/II,
HHTCPHET HECET U HpO6JI€MBI. OTa naMmsaTKa JOJDKHa IIOMOYb TeOe Oe30macHoO HaXOAUTHCS B CETH.

KoMmnbrorepHbie BHpPYChI

KOMHBIOTepHBIﬁ BHUPYC - 3TO Pa3HOBUAHOCTHb KOMIIBIOTCPHEBIX IIPOTrpamMm, OTIINYHTEIIFHOU
0COOEHHOCTBIO KOTOpOﬁ SIBJIIETCS CITOCOOHOCTH K Pa3MHOXCHHIO. B JAOINOJIHCHHUEC K 9TOMY, BUPYChI
MOT'YT IMOBPEAUTH WUJIN IMTOJIHOCTHIO YHUYTOXHUTH BCC (baﬁﬂbl 1 JaHHBIC, TIOAKOHTPOJIbHBIC
IIOJIB30BAaTECI0, OT UMEHHU KOTOPOI'O ObLIa 3allyai€Ha 3apaX€HHas IIporpaMma, a TakkKe NOBpEIUTh
WM OAaXKE YHUYTOXUTH OIICPAIIUOHHYIO CUCTEMY CO BCCMU q)aﬁ.]'[aMI/I B 1iejoM. B OOJIBIIIMHCTBE
CJIY4acB PACTIPOCTPAHAIOTCA BUPYChI UCPE3 HHTCPHCT.

MeToab! 3alUThI OT BPCAOHOCHBIX ITPpOTpaMM:

1. Mcnionw3yil COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHD 3AILUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. [TocrosiHHO ycTaHaBIMBai mavTu (MKU(POBBIE 3aIUTATKH, KOTOPHIE aBTOMAaTHYECKU
YCTaHABIIMBAIOTCS C TEJIBIO IOPAOOTKH MPOTPAMMBI) U APyrue OOHOBIICHHUS CBOCH ONIEPallMOHHON
cucteMbl. CkauMBail MX TOJIBKO ¢ opUIMaIbHOTO caifta paspadorurnka OC. Ecnu cymiecTByer

PEKUM aBTOMATUYICCKOI'O O6HOBJICHI/I$I, BKJIFOYH €TO,

3. Pa0otaii Ha CBOEM KOMITBIOTEPE IOJT TIPAaBaMH IMOJIb30BATENIS, @ HE aIMHUHHUCTPATOpa. ITO HE
MO3BOJIMT OOJILIIIMHCTBY BPEAOHOCHBIX MPOTPAMM HHCTAJLLTUPOBATHCS HA TBOEM TIEPCOHATBHOM
KOMITBIOTEPE;

4. Vcnionb3yil aHTUBUPYCHBIE IPOTPAMMHBIE MPOYKTHI U3BECTHBIX ITPOU3BOAUTENEH, €
aBTOMaTMYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuub pU3NYECKUH TOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Mcnonp3yii BHEIIHUE HOCUTENH UH(OpPMaIIK, TakKue Kak (UIelka, TUCK Wi (ailsl U3 HHTepHeTa,

TOJIBKO M3 IMPOBEPECHHBIX HCTOYHUKOB,

7. He oTkphIBail KOMIBbIOTEPHBIE (Daiiiibl, MOTydeHHbIE U3 HEHAIe)KHBIX UICTOYHUKOB. Jlaxe Te
¢ailnpl, KOTOpBIE MpHCIIal TBON 3HAKOMBIN. Jlydllle yTOuHH y HEro, OTIpaBIIsi U OH Tebe UX.

Cern WI-FI

Wi-Fi - 510 He Bu mepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIHIIbL OpeH 1, Mapka. Eme B 1991
rofy HUJiepiaHackas kommnanus 3apeructpuponaina opern "WECA", yto 0003Hadasno
cnoBocoueranue "Wireless Fidelity", koTopsrit mepeBoguTCst Kak "GecrpoBoHAS TOYHOCTS".



Jlo Haiero BpeMeHH JIo1uIa Apyras abopeBuarypa, KoTopast ABIseTcs TaKoH ke TEXHOJIOTHel. D10
ab6pesuarypa "Wi-Fi". Takoe Ha3BaHHe OBUIO JaHO C HAMEKOM Ha CTaHIApT BHICIICH 3BYKOBOM
texuuku Hi-Fi, uro B mepeBoze o3HayaeT "BbICOKAst TOYHOCTH".

Ha, 6ecriaTHBI UHTEPHET-IOCTYI B Kade, OTeNsIX U adpOoNopTax SBISIeTCS OTIUYHON
BO3MOYKHOCTBIO BbIXO/1a B UHTEpHET. HO MHOTHE KCIIEPThI CYMTAIOT, 4TO 00mIenocTynHbie Wi-Fi
CETH HE SIBJISIOTCS O€30MaCHBIMH.

CoBeThl 110 6€30MacHOCTH pabOTHI B 00IIEA0CTYIHBIX ceTssx Wi-fi:

1. He nmepenaBaii cBoro ruHyr0 HHGopManuio uepe3 odmenoctynasie Wi-Fi cetu. Paborast B HuX,
JKCJIATCJIbHO HC BBOJAUTH IAPOJIM JOCTYIIA, JIOTMHBI 1 KAKUC-TO HOMEPA,

2. Wcionb3yit 1 OOHOBIISI aHTUBHPYCHBIE TIPOTPaMMBI U OpaHaMayep. TeM camMbIM ThI
obe3omnacuIib cedst OT 3aKa4Ky BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkiroun ¢ynkuuio "O0muit goctyn k Qaitnam u npuatepam".
JlaHHast QYHKIUS 3aKPbhITA IO YMOJYAHUIO, OJTHAKO HEKOTOPHIC MOJIh30BATEIIN aKTUBUPYIOT €€ JIJIs
yn00CTBa UCIIOJIb30BaHUs B paboTe WK yueoe;

4. He ucnons3yii myonmuunsiii WI-FI 1715 nepegaun Tu4YHbIX JaHHBIX, HATPUMEP AJIs1 BBIXOZA B
COLIMAJIbHBIE CETU WUJIU B AJIEKTPOHHYIO MIOUTY;

5. Ucnonw3yii Tonbko 3amuniearoe coequnenue yepe3s HTTPS, a ue HTTP, 1.e. npu HaGope BeO-
anpeca BBonu umeHHo "https://";

6. B MmobunsHOM Tenedone orkiroun Gynkiuio "Tlogkmrouenue k Wi-Fi aBromarudecku'. He
JOIMyCKaii aBTOMAaTHYECKOTO MOIKIIFOUeHHsT yeTporcTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

ConuaJjibHbIe ceTu

ConuanbHble CETH aKTUBHO BXOST B HAILY )KU3Hb, MHOTHE JIFOJU PAaOOTAIOT U )KUBYT TaM
MIOCTOSIHHO, a B Facebook yxxe 3apernuctpupoBan MIILIHap/] YEI0BEK, YTO SBJISIETCS O/IHOM CeIbMOi
BCEX JKUTeJIeH M1aHeThl. MHOTHE MOJIb30BaTENIM HE IOHUMAIOT, YTO MH(OpMAIs, pa3MelIeHHas
HMMH B COIUATIBHBIX CETAX, MOXKET OBITh Hali/IeHA U UCIOJIb30BaHa KEM YTOJHO, B TOM YHCIIC HE

00s13aTesIbHO ¢ OIaruMu HaMEpPEHHUSIMHU.
OCHOBHBIE COBETHI TI0 0€30ITaCHOCTH B COLMAIBHBIX CETSX:

1. Orpannyb ciucok Apy3ei. Y Teds B Ipy3baxX HE JOMKHO OBITh CITyYalHBIX U HE3HAKOMBIX
JIoJIeH;

2. 3ammiail cBoro YacTHYIO ku3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, AaTy TBOETO
POXKIIEHUS U APYTYIO JIMYHYIO HHPOPMAIHIO. 3I0yMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh JaKe
MH(OPMALIUIO O TOM, KaK Thl U TBOM POJMTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3ammimnaii CBOIO peryTaIuio - IEPKH €€ B YUCTOTE U 3a/1aBaii cebe BOIpoC: X0Tel ObI ThI, YTOOBI
JpYTHE TOIB30BaTEH BUACIHN, YTO ThI 3arpyxkaemnb? [logymait, mpexae 4eM 4To-TO OImyOJIMKOBaTh,

HaIlACaTh U 3arPYy3HTh;



4. Ecnu Tl TOBOPUIIB C JIFOJbMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3YH CBOE PEAIbHOE UMSI U IPYTYIO

JUYHYI0 HH(POPMALIMU: UM, MECTO KUTEIBCTBA, MECTO Y4eOBbl U IpoUee;

5. N36eraii pasmenienus pororpaduii B IHTepHETE, T TH N300pa’keH Ha MECTHOCTH, 110 KOTOPOH
MO>KHO OIPEJEIUTh TBOE MECTONOJIOKEHHUE;

6. [Ipu perucrpanuu B COIMAIBHON CeTU HEOOXOIMMO UCIIOIB30BaTh CIOKHbBIE MAPOJIU, COCTOSIIUE
13 OyKB U (P U ¢ KOJIMUYECTBOM 3HAKOB HE MeHee §;

7. Jlid couManbHOM CETH, MOYTHI U JPYTHUX CATOB HEOOXOAMMO UCIOIb30BATh PA3HBIC APOJIH.
Torga ecnu TeOst B37IOMAIOT, TO 370YMBIIIICHHUKH MOTYYaT TOCTYI TOJIBKO K OTHOMY MECTY, a HE BO
BCE Cpasy.

DJIeKTPOHHBbIE IeHbIH

3HeKTp0HHH€ JCHBI'M - 3TO OYCHb y,HO6HbII71 CI1oco0 nnaTexceﬁ, OJHAKO CYHICCTBYOT MOILICHHUKH,
KOTOPBIC XOTAT MOJIYYUTDb 3TU JCHBI'U.

3J’I€KTpOHHI>IG ACHBI'M MMOABUIIUCH COBCEM HEAABHO U MMCHHO M3-3a 3TOT'O BO MHOTUX IOCyaAapCTBax

A0 CUX IIOP HE IMPOIMKUCAHO IMMPO HUX B 3aKOHAX.

B Poccun ke oHr (PyHKIIMOHUPYIOT M O HUX YK€ MPOIKUCAHO B 3aKOHE, IJI€ UX Pa3AeisioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3penaeTcsi MpOBOIUTH ONepauu 0e3 uIeHTH()UKALIUY MTOJIb30BATENs, a B

HEAHOHUMHBIX I/IILGHTI/I(bI/IKaIII/ISI IIOJIE30BATEIIS ABIISICTCS 0053aTCIILHOM.

Taxoxe CJICAYCT pa3iInvyaTh SJICKTPOHHBIC (1)I/IaTHI>Ie JCHbI' (paBHBI ToCyAapCTBCHHbBIM BaJ'II-OTaM) u
QJICKTPOHHBIC HC(I)I/IaTHLIe JACHBI' (He PpaBHBI TOCYAapCTBECHHBIM BaJ'IIOTaM).

OcHOBHbBIE COBETHI M0 O€30IacHO padoTe C ANEKTPOHHBIMU JIEHbIAMU:

1. IIpuBsku K cueTy MOOMIIbHBIN TenedoH. DTO caMblil yIOOHBIN U ObICTPBINA C1TOCOO BOCCTAHOBUTH
JOCTYTI K cueTy. [IpuBsizanHbIi TenedoH MOMOXKET, eclii 3a0y/Iellb CBOU TMJIATeKHBIN TapOJIh WIH
3aiJienIb Ha CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vcnonw3yit ogHOpa3zoBbie apoiu. [locie nepexona Ha yCUIIGHHYIO aBTOPH3aIIMIO Te0e yKe He
OyIeT yrpoXkarh OMacHOCTh KPakH UITM TIepexBara MIaTeKHOTO MapoJs;

3. Beibepu cnoxHbIii aposns. [IpecTtynmHukam Oyet He IPOCTO yraaarh CIOKHBIN Mapob.
HagexxHble mapomu - 3To mapoyid, KOTOPBIE COAEpKaT He MeHee 8§ 3HAKOB M BKJIFOYAIOT B ce0s
CTPOUHBIE U MIPOMUCHBIE OYKBBI, IU(PBI U HECKOIFKO CHMBOJIOB, TaKKe KakK 3HaK Jojapa, GyHTa,
BOCKJIMIIATEIIbHBIN 3HaK u T.I. Hanpumep, $tROng!;;

4. He BBOJHM CBOH JIMYHBIC NAHHBIC HA caﬁTax, KOTOPBIM HC NOBCPACHIL.

JJIeKTPOHHASA MOYTA

BHCKTpOHHaH mo4rTa - 9TO TCXHOJIOTUA U NPCAOCTABIISICMBIC CHO YCIIYTH IO MEPECHIJIKE U
MOJIYYCHHIO 3JICKTPOHHBIX COO6IJ.ICHHI>1, KOTOPBIC paCcpCACIAOTCSA B KOMHLIOTCpHOfI cet. OOBIYHO



ANIEKTPOHHBIN MOYTOBBIHM AMIUK BHIIVIIUT CIAETYIOUIMM 00pa3oM:
UMS_TI0NIB30BaTeNsA(@uMs_ToMeHa. Takke KpoMe Nepeadyn MpoCTOro TEKCTa, MMEETCs
BO3MOXKHOCTb II€peaBaTh (aiibl.

OcHOBHBIE COBETHI IO 0€30MacHON PadoTe ¢ AIEKTPOHHOMN TOYTOM:

1. Hayto BeIOpaTh paBUIIbHBIN ITOYTOBBIN CEpBUC. B MHTEpHETE €CTh OTPOMHBIN BEIOOP
OecCIIaTHBIX [TOYTOBBIX CEPBUCOB, OJTHAKO JYYIlle JOBEPSATH TEM, KOTO 3HACIIb U KTO IEPBbIN B
pEUTHHTE;

2. He yka3piBaii B IMYHOH 1ouTe JMUHYI0 nHGopManuio. Hampumep, aydiie BeIOpaTh
"My3bIKanbHbIH _(aHar@" nim "pok2013" Bmecto "Temal3";

3. Mcnonp3yii ABYX3TAIHYIO aBTOPU3ALMI0. DTO KOTJIa IOMUMO I1apoJIsl HY’KHO BBOJIUTH KO/,
npucbUIaeMblil 1o SMS;

4. BeiOepu cioxHbIN maposb. i KaKa0ro MoyToBOTO SIIKKA J0JKEH ObITh CBOM Ha/IeXKHBbIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTh BO3MOXKHOCTh HAllMCATh CaMOMYy CBOM JIMYHBIN BOIIpOC, HCHOHBSYﬁ 9TY BO3MOKHOCTb;

6. Micnonb3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [1epBblii sl YaCTHON NEPENUCKU ¢ aJpecaTami,
KOTOPBIM ThI JI0BEPSIEIb. ITO AIEKTPOHHBIN aJipec HE HAJ0 UCIOIb30BaTh IIPU PErUCTPALlUU HA
dbopymax u caiirax;

7. He oTkpbIBaii (ailsibl U Ipyrye BIOKEHHUS B IUCbMaX, Ja)Ke €CIIM OHM MPUIILINA OT TBOMX JAPY3EH.
Jlydiie yTouHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (paiiib;

8. Ilocne okoHuaHusi pabOTHI HAa MOYTOBOM CEpPBUCE NEpe]] 3aKPHITHEM BKIIAJKHU C CATOM He 3a0y/b
Ha)kath Ha "Breritu".

KuOepOyniauHr nin BUpTyanbHOE U3/€BaTEIbCTBO

KubepOymnunr - mpecienoBanue cOOOMIEHUIMH, COIEPKAIIUMH OCKOPOJIEHNUS, arpeCcCHIo,
3aIyTUBaHUE; XYJIUTaHCTBO; COITHAIIBHOE OOHKOTHPOBAHUE C IIOMOIILIO PA3IMYHBIX HHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI M0 60pbOE ¢ KHOEPOYIITMHIOM:

1. He 6pocaiics B 60ii. Jlyumuii cioco0: mocoBETOBaThCS KakK ce€0st BECTH U, €CJIA HET TOT0, K KOMY
MO>KHO OOpaTHTHCsI, TO BHAYaJle YCIIOKOUTHCS. ECIU Thl HAYHEIIb 0TBEYAaTh OCKOPOICHUSIMH Ha
OCKOPOJIEHHUSI, TO TOJBKO €Ile OOJIbIIe Pa3oiOKeTb KOHMIUKT;

2. Ympasinsii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTG B CETH MHHMAS. CyHIeCTBy}OT CcrocoObI BBISICHUTB, KTO CTOUT 3a aHOHMMHBIM

AKKayHTOM;

4. He cTouT BecTH XyIMraHCKHI 00pa3 BUPTyaJbHOU XU3HU. IHTEpHET UKCHPYeT BCe TBOU
JeWCTBUS M COXpaHSET UX. YIAIUTh UX OyJeT KpaiiHe 3aTpyAHUTENbHO;

5. CoOmrofaii CBOIO BUPTYAIbHYIO YE€CTh CMOJIOAY;



6. Urnopupyit ennHu4HbIN HeratuB. OHOPa30BbIe OCKOPOUTENIbHBIE COOOLICHHUS JTyUllIe

urHopupoBarb. OOBIYHO arpeccus MpeKkpamaeTcsi Ha Ha4aabHOU CTaIuH;

7. ban arpeccopa. B IIporpamMmax 0o0MeHa MTHOBEHHBIMHU COO6H_I€HI/I5IMI/I, B COLIMAJIBHBIX CETAX €CTb
BO3MOXHOCTb 6J'IOKI/IpOBKI/I OTIIPpABKH COO6H.I€HPII>1 C OIIPEACIICHHBIX aApECOB;

8. Ecnu TbI cBUACTENH KNOCPOY/UIMHTa. TBOU ACMCTBUS: BHICTYIIUTH IPOTHUB MpPECiIeI0BaTes,
MOKa3aTh MY, YTO €ro JIeHCTBUS OLICHUBAIOTCS HETaTUBHO, MOJIJIEPKATh JKEPTBY, KOTOPOIl Hy)KHa
MICUXOJIOTUYECKasi IOMOIIlb, COOOIIUTE B3POCIIBIM O (haKTe arpeCCUBHOTO MOBE/ICHHUS B CETH.

MoOuabHbliii TesegoH

CoBpemeHHbIe cMapTQOHBI U IJIAHIIETHI COJIEpKaT B ce0e BIOJIHE B3POCIbIM (PyHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMITbIOTepaMu. OJIHAKO, CPEJCTB 3AIUTHI
U1 TOIOOHBIX YCTPOMCTB MOKA OY€Hb Majo. TecTupoBaHUe U MOUCK YA3BUMOCTEH B HUX
MIPOMCXOUT HE TaK MHTEHCUBHO, Kak Juist [IK, To e camoe kacaeTcsi 1 MOOMIIBHBIX MTPHUIIOKEHHIH.

COBpeMeHHHC MOOMIIbHEIE 6paysepbl YK€ NPAKTUICCKHU JOTHAJIN HACTOJIbHBIC aHAJIOTU, OAHAKO
paCcIupCHUC q)YHKI_II/IOHaJ'Ia BJIEYET 3a COOOH 6OJ'II>H_Iy'I-O CJIO’KHOCTb U MCHBIIYHO 3alITUIIICHHOCTD.

Jlasieko He BCe IPOU3BOAUTENH BBIITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOLINE KPUTUUECKUE YA3BUMOCTH
JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€30MMaCHOCTU MOOMJIHLHOTO TeleoHa:

Huuero He sBnsieTcs IIO0-HACTOAICMY OecrIaTHBIM. By,I[L OCTOPOXKCH, BEAb KOI'/1a Tebe npeajiararoT
OecIuIaTHBIH KOHTCHT, B HCM MOT'YT OBITh CKPBITbhI KaKUEC-TO IIJIATHBIC YCIIYT'U,

Hymaii, mpexxie ueM oTnpaBuTh SMS, ¢poTo unu Buneo. Tel TOUHO 3HAEIIb, I7I€ OHU OYyIyT B
KOHEYHOM uTore?

Heob6xoammo 0OHOBIISITE OMIEpallMOHHYI0 CHCTEMY TBOETO CMapT(hOHA;
Hcnonp3yil aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMJIBHBIX TEIE(POHOB;

He 3arpyaii npuinoxeHust OT HEU3BECTHOTO MCTOYHHKA, BEJJb OHU MOTYT COZIEPXKaTh BPEIOHOCHOE
IporpaMMHOe oOecrieueHue;

[Tocne Toro kak Thl BBIACIIH C CAiTa, TI€ BBOIWI JTHYHYIO HHPOPMAITUIO, 3aiT1 B HACTPOIKH
Opay3epa u yaanu cookies;

[leproanuecku mpoBepsii, KaKue MIaTHbIEe YCIYTd aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JlaBaii cBoit HOMEp MOOMIIBHOTO Tele(OHA TOIBKO JIIOASM, KOTOPBIX ThI 3HACIIb U KOMY JTOBEpSECIIb;

Bluetooth nomkeH OBITH BBIKITIOUEH, KOT/IAa ThI UM HE MOJIb3Yelibesi. He 3a0bIBail MHOTIA TIPOBEPSTH
9TO.



Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - ITO KPACOUHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHUS, 00BHETUHSIOIINE
COTHU THICSAY YEJIOBEK 10 BceMy MuUpy. Urpoku nccienyroT JaHHbIH UM MUpP, OOIIAIOTCS APYT C
JPYroM, BBITIOJHSIIOT 33/1aHUs, CPAXKAIOTCS C MOHCTPAMHU U MOJIYYaroT OMBIT. 32 YAOBOJIbCTBHE OHU
IUIATAT: TOKYHAIOT AUCK, OTIaYMBalOT Aa0OHEMEHT WM MPUOOPETAIOT KaKue-TO OMIIUH.

Bce aTu cpenctBa uayT Ha noajep:kaHue U pa3BUTHE UTPHI, a TAKKE Ha caMy 0e301MacHOCTh:
COBEPIICHCTBYIOTCS] CHCTEMbI aBTOPU3AIIMHU, BHIITYCKAIOTCS HOBBIE ATy (LU(POBBIC 3aMJIaTKH [
MIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO[[O6HLIX HUrpax CToOuT oIacarbCsa HC CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaKHu TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpU3alIUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 0€30I1aCHOCTH TBOECTO HUI'PpOBOI'0 aKKayHTa:

1. Ecnu apyroii urpok BeAeT cedsl III0X0 WK CO3/1aeT Te0e HeMPUATHOCTH, 3a0JIOKUPYH €ro B
CIIUCKE UTPOKOB;

2. Hoxcanyﬁcx AIIMUHUCTPATOPAM HUI'PbI HA IIJIOXOC ITOBCACHUC 3TOT'O UI'POKaA, KEJIATCIIbHO
IMPUITOKUTb KaKUC-TO NOKA3aTCIILCTBA B BUAC CKPUHOB,

3. He ykaspiBaii TnuHyro HH(GOpMAIHIO B Ipoaiiie urpsl;
4. YBaxkail pyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopHUIMAIbHbIE TATYU U MOJIBL;

6. Mcnonb3yil ClIoKHBIE U Pa3HbIE apOJIH;

7. Jaxke BO BpeMsl HT'Pbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Ka ThI Urpaeiib, TBOM KOMIIBIOTED

MOTYT 3apa3HTh.

@OUIIUHT WIN Kpaika JUYHBbIX JaHHbIX

OObIYHOM Kpakel ACHET U IOKyMEHTOB CETOIHSI YK€ HUKOTO HE YIUBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJOTUH 3JI0YMBIIUICHHUKHU TIEPEMECTUIINCH B UHTEPHET, U MPOIOJIKAIOT 3aHUMAThCS
"ITIFOOUMBIM" JIEJIOM.

Tax nosiBUsIaCh HOBasl yrpo3a: UHTEPHET-MOIIEHHUYECTBA WM (DUILKHT, ITIaBHAS 11€JIb KOTOPOTO
COCTOMT B NOJIy4€HUN KOH(PHIEHIMAIbHBIX JaHHBIX M10JIb30BaTeNIE - JIOTHHOB U mapoieil. Ha
aHmmiickoM s3bike phishing unraercs kak gumunr (ot fishing - peiOHas n0Bs, password -
MapoJib).

OcHoBHbIE COBETHI 110 00pbOE C PUILINHTOM:

1. C.IIC,Z[I/I 34 CBOUM aKKayHTOM. Ecnu 11 moao3peBaciib, UYTO TBOA aHKETA ObLIa B3JIOMaHa, TO
HCO6XOI[I/IMO 38.6JIOKI/Ip0BaTB €cCHu COO6IJ_II/ITL AIMUHHUCTpATOPAM peCcypca 00 3TOM KaK MOYKHO
CKOpEE;

2. HCHOHBSYﬁ Oe30IacHbIE BC6-CaI\/'ITBI, B TOM YHCJIC, UHTCPHCT-MAra3nHOB U ITOUCKOBLIX CUCTCM;



3. Ucnione3yii ciokHbIE M pa3Hble mapoin. Takum oOpas3om, eciu Te0s B37I0MAIOT, TO
37I0YMBILIUIEHHUKH TOJTy4YaT JOCTYI TOJBKO K OMHOMY TBOEMY MPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecinn Te0s B3JIOMaJIHu, TO H€O6XOI[I/IMO npeaynpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC I[O6aBJ'IeHI>I
y TeOs B APYy3biX, O TOM, YTO TeO0s B37I0MaIU ", BOBMOXXHO, OT TBOCTO UMCHU 6y,I[eT PacChlIaTbCA
CIIaM U CCBIJIKHM Ha (bHIHPIHFOBI)Ie CaﬁTBI;

5. YcranoBu HaaexHbIN apoib (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKIII04M COXpaHEHUE Mapoisi B Opaysepe;

7. He oTkpeiBaii (ailsiel U Ipyrue BIOXKEHHUS B MUCbMaX, Ja)Ke €CIM OHM MPUIILIN OT TBOMX JAPY3€EH.
Jlydiie yrouHU y HUX, OTIIPABIISUIN JIM OHH TE€OE ITH (PaiiiIb.

u¢pposas penyranus

[udposas pemyTanus - 5T0 HETaTHBHAS WM TIO3UTUBHAs HH(OpMAIHs B CETH O Tebe.
Komnpomerupyromas nadpopmanms, pasMeieHHasi B HHTEPHETE, MOXKET CEphe3HBIM 00pa3omM
OTpa3HUThCS HAa TBOCH peanbHOM ku3HU. "Llndposas pernyranus” - 3T0 TBOM UMUK, KOTOPBINA
dbopmupyetcs n3 nHpoOpMaLUHU O TeOE B UHTEPHETE.

TBoe MecTO )kUTENBCTBA, YUeObl, TBOE (PUHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa u
pacckasbl 0 OIM3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue MMOAPOCTKH JICTKOMBICJICHHO OTHOCATCA K HY6J'II/IK8.I_II/II/I JIMIHOM HH(bOpMaI_II/II/I B I/IHTepHCTe,
HE MOHMMas BO3MOXKHBIX NOCHSACTBUM. ThI 1a)ke He CMOXKEIIb J0raJgaThCs O TOM, 4TO (1)0TOI‘pa(1)I/I$I,
pasMCIICHHAasA 5 et Haszaza, ctajaa HpH‘lHHOﬁ OTKa3a IIPUHATH TeOs Ha pa60Ty.

KommeHTapuu, pa3Mernienue TBoux ¢ororpaduil u Apyrue AUCTBUS MOTYT HE UCUE3HYTh Jlaxe
MocJIe TOTO, KaK Thl UX YJaJullb. Thl HE 3HAEIIb, KTO COXPAaHMJI 3Ty HH(POPMALMIO, IT0NaJia JIM OHA B
MIOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIM OHA, a IVIaBHOE: YTO MOAYMAIOT O TeOe OKpYKaIoIe JIFOIH,
KOTOpBIE HAWIYT U yBUIAT 3T0. HaliTn nH(opManuio MHOTO JIET CITyCTsl CMOXKET JIF0OOH - KaK U3
J00pBIX MOOYX/IEHUH, TaK U C HAMEPEHHEM IPUYMHUTH BpeA. ITO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(PPOBOM peryTaluu:

1. [Togymait, mpex e 4em 4To-To MyOIMKOBaTh U NepeaBarh y ce0s B OJ0re WU B COLUATbHON
CeTH;

2. B Hactpoiikax npo¢uis ycTaHOBH OTpaHUYEHUS Ha TPOCMOTP TBOETO MPOQHIISL U €r0
COAEPKUMOTO, ClIeail ero TOIbKO "I Ipy3en’”;

3. He pa3meniaii u He yka3biBail HH(pOpMAIIHIO, KOTOPas MOXKET KOr0-JIH00 OCKOPOISTh WK
00MXKark.



ABTOpCKOE IPaBO

COBpeMeHHBIe IITKOJIBHUKH - aKTHUBHBIC I10JIb30BATCIIN I_[I/I(l)pOBOFO IMpOCTpaHCTBA. O,HHaKO JaJICKO
HE BCC 3HAIOT, YTO ITOJIb30BAHNEC MHOI'MMHU BO3MOXHOCTAMU I_[I/I(prBOl"O MHUpa Tpe6yeT CO6J'II-O,I[€HI/I5[
IIpaB Ha HHTCJUICKTYaJIbHYIO COOCTBEHHOCTb.

TepmuH "UHTEIIEKTYyalIbHASE COOCTBEHHOCTH" OTHOCUTCS K PA3JIMYHBIM TBOPEHUSM YEJIOBEYECKOTO
yMa, HauMHasi C HOBBIX M300peTeHMII U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U
YCIIyTH, ¥ 3aKaH4YMBasi KHUraMu, ¢potorpadusiMu, KHHOPUIEMaMU U My3bIKaTbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS HAYKH,
JUTEPATYypbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJUICKTYaIbHbIN/TBOPYECKHI TPy aBTOpa He OyIeT HapacHbIM, JacT €My CIPaBEIIHBBIC
BO3MOXXHOCTH 3apab0TaTh Ha pe3y/IbTaTax CBOETo TPy/Aa, MOIYYUTh U3BECTHOCTh M IIPU3HAHUE.
Huxkro Ge3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOAUTD €r0 MPOU3BEACHHE, PACIIPOCTPAHSATH,
yOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTUPOBATH, IIYCKaTh B POKAT, IyOJINYHO

HUCIIOJIHATH, [TOKa3bIBAaTL/UCIIOIHITH B aqmpe WJIK pasMCllaTh B I/IHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOTo 00ecredeHus MOXKET MIPUBECTU K MHOTUM PUCKAM:
OT MOTEPH JIAHHBIX K TBOMM aKKayHTaM JI0 OJJOKUPOBKH TBOETO YCTPOMCTBA, I7I€ YCTAaHOBJICHA
HeneranbHas mporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYIIESCTBYIOT JIETAIbHBIC U OCCILIaTHRIC

IIPOrpaMMBbl, KOTOPBIE MOKHO HAWTH B CETH.

O nopraue

CeTeBI/ILIOK.[}Sh- TBOM IJIaBHBIN COBETUHK B CETH. 3I[€CI) ThI MOXKCIIb Y3HATH O 0e30IaCHOCTHU B CETH
IMOHATHBIM W JOCTYIIHBIM A3BIKOM, a IIPHU BO3HUKHOBCHUN KpI/ITI/ILICCKOI\/JI CUTyallun O6paTI/ITI)C${ 3a

COBETOM. A Tak»e NMPUHATh y4acTHe B KOHKYpcaxX U CTaTh CaMbIM HU(POBBIM I'pak1aHUHOM !
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